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Decision/action requested

This contribution proposes the removal of some Editor’s Note’s in TR 33.845
2
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S3-201245, Reply LS on ARPF in UDICOM 
3
Rationale

This contribution proposes to remove some Editor’s Notes in TR 33.845 [1] as follows: 

· In order to remove EN in section 3.1 the definition of terms for subscription data and authentication subscription data are included. 

· In order to remove EN in section 4.2.2 it is proposed that the scenarios where all security parameters are only stored in the UDR is out of the scope of the TR. 

· In order to remove EN in section 4.2.3 the description of the authentication subscription data as specified in TS 29.505 [2] is moved to section 5.1 and 5.5. 

· ENs in section 5.1 we be removed as there are KIs proposing the analysis of the protection for LTK, OPc, OP and SQNHE. This should be considered the parameters within the authentication subscription data that are considered relevant to be covered in the analysis of this TR. Also, regarding the level of security for protection of each parameter, each KI already includes the security requirements applicable to each parameter. 

· In order to remove EN in section 5.4 it is proposed that only EAP-AKA’ method is covered by this TR. 

· In order to remove EN in section 5.5 relevant text from section 4.2.3 is moved to this section.
· In order to remove EN in section 7.4.2 and 7.5.2 it is proposed that the selection of the encryption algorithm and the encryption/decryption key(s) is operator dependent. The additional EN in section 7.4.2 is removed considering that the scope of this TR is authentication data stored in UDR and in any case the provisioning aspects (in UDR or ARPF) are out of the scope of 3GPP. 

· EN in section A.3 can be removed in relation to the LS answer provided to CT4 in S3-201245 [3] where SA3 confirmed that ARPF is a functionality that can be offered by the HSS in UDICOM scenarios. 
4
Detailed proposal

It is proposed to remove the following Editor’s Notes in TR 33.845 [1] as proposed above. 
**** START OF CHANGES ****
3.1
Terms


For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].




Subscription data: data required by UDM/ARPF for supporting authentication, access and mobility, session management and other procedures within the 5GC. Subscription data can be stored in and retrieved from UDR over Nudr as defined in 3GPP TS 29.505 [11].
Authentication subscription data: part of the subscription data supporting authentication.
**** NEXT CHANGE ****

4.2.2
Model #B: Security parameters stored only in the UDR

The model where all security parameters for the execution of primary authentication are only stored at the UDR. 
Editor's Note: It is FFS on how to formulate this clause.

**** NEXT CHANGE ****

4.2.3
Model #C: Security parameters stored both in the ARPF and the UDR

This is a stateless UDM/ARPF deployment model.
The model where the security parameters for the execution of primary authentication common across subscribers within PLMN are stored in the UDM/ARPF and the security requirements specific to individual subscribers are stored in the UDR corresponds to a stateless UDM/ARPF deployment model. 





	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	
	
	
	
	


	
	
	
	
	


	
	
	
	
	



	
	
	
	
	


	
	
	
	
	


	
	
	
	
	











**** NEXT CHANGE ****

5.1
Overview

Authentication subscription data is data that:

-
is needed for the generation of authentication vectors in the UDM/ARPF (as described in 3GPP TS 33.501 [2]); and

-
is stored in the 5G core network.

NOTE 1:
Other data related to authentication, but that does not need to be stored in the 5G core network is not authentication subscription data. 

For AKA-based authentication, the authentication subscription data consists of:

-
the long term key K;

-
the sequence number SQN;

-
(optionally) the authentication management field AMF;

NOTE 2:
it is an operator policy whether the authentication management field AMF is stored or generated; therefore it is optionally included in the set of authentication subscription data.

-
additional parameters depending on the authentication algorithm used (e.g. OP or OPc if MILENAGE (cf. 3GPP TS 35.205 [3]) is used, TOP or TOPc if TUAK (cf. 3GPP TS 35.231 [4]) is used, other parameters for proprietary algorithms);

-
the authentication method used;

-
the authentication algorithm used (e.g. MILENAGE, TUAK, proprietary algorithm).

Authentication subscription data may be specific per SUPI (e.g. long term key K, sequence number SQN, MILENAGE parameter OPc, TUAK parameter TOPc), or it may be generic (e.g. MILENAGE parameter OP, TUAK parameter TOP). 
TS 29.505 [11] specifies the usage of the Unified Data Repository, Nudr, services for subscription data. This specification provides the resource definition and data model for subscription data used over the Nudr Service Based Interface. 
When it comes to the definition of resources related to subscription authentication material, TS 29.505 [11] defines the AuthenticationSubscription data type supporting primary authentication as follows: 
NOTE 3:
The term 'authentication subscripion data' as used in this document does not correspond exactly to the use of the term AuthenticationSubscription data as used in TS 29.505 [11].

Table 4.2.3-1: TS 29.505 [11], Table 5.4.2.2-1: Definition of type AuthenticationSubscription

	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method (
"5G_AKA" , "EAP_AKA_PRIME, "EAP_TLS"...)."

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).

It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	protectionParameterId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	sequenceNumber
	SequenceNumber
	C
	0..1
	String containing the SQN as defined in 3GPP TS 33.102 [10].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	authenticationManagementField
	string
	C
	0..1
	Hexstring containing the Authentication management field as defined in 3GPP TS 33.501 [9].
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".
Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	C
	0..1
	Identifies a parameter set securely stored in the UDM(ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.
It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.

Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.

Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.


As shown, the AuthenticationSubscription data type includes only the security parameters defined at individual subscriber’s basis required for the execution of AKA such as: 

-
Long term Key(s), including encPermanentKey and optionally encOpcKey/encTopcKey.

-
Sequence Number, SQN (sequenceNumber).

-
Authentication Management Field, AMF (authenticationManagementField).

-
The identifier of the authentication algorithm (algorithmId).
The algorithmId attribute does not contain all the related information but it rather contains a string which refers to a parameter set securely stored in the UDM/ARPF. The algorithmId attribute identifies the authentication algorithm as well as other related parameters associated to the authentication algorithm which do not need to be specific for individual subscriber’s (e.g. settings for the constants c and/or r for MILENAGE) are referred to in the AuthenticationSubscription data resource by the algorithmId attribute.  



**** NEXT CHANGE ****

5.4
EAP methods for authentication


This document covers the AKA based authentication mechanisms. Thus EAP-AKA’ is covered by this document. 
**** NEXT CHANGE ****

5.5
Proprietary authentication algorithms


The definition of the AuthenticationSubscription data type allows for the use of proprietary authentication algorithms and SQN schemes. These proprietary authentication algorithms may use additional parameters from the ones currently stored in UDR as defined in TS 29.505 [11]. The API extensibility mechanisms defined in TS 29.500 [12] for any JSON object of any API can be used to store these additional parameters in UDR if needed.
The analysis of additional parameters required by proprietary authentication algorithms is out of scope of this document. 
**** NEXT CHANGE ****

7.4.2
Solution details

The long-term key is provisioned and stored in encrypted form if stored in the UDR. The encryption algorithm used and the method for the handling of the encryption/decryption key(s) needs to conform to the security policy requirements of the operator. This solution recommends the use of NIST approved algorithms.
NOTE:
The selection of the encryption algorithm and the encryption/decryption key(s) is operator dependent. 

Editor's note: whether or not provisioning to ARPF or UDR is in 3GPP scope is FFS.

**** NEXT CHANGE ****

7.5.2
Solution details

The long-term key is transferred in encrypted form between UDR and UDM/ARPF. The encryption algorithm used and the method for the handling of the encryption/decryption key(s) needs to conform to the security policy requirements of the operator. This solution recommends the use of NIST approved algorithms.


NOTE 1:
The selection of the encryption algorithm and the encryption/decryption key(s) is operator dependent. 

The transfer of the encrypted long-term key over the Nudr interface is protected at transport level using the security mechanisms defined in 3GPP TS 33.501 [2], clause 13.1, as any other SBA interface.

During transfer, a key identifier is associated to the encrypted long-term key to enable identification of the decryption key in the UDM/ARPF.

NOTE 2:
The implementation of how to identify the decryption key is out of scope of 3GPP.

**** NEXT CHANGE ****

A.3
ARPF deployment options in UDICOM

TS 23.632 [5], defines the Stage 2 architecture, procedures, flows and Network Function Services for User Data Interworking, Coexistence and Migration (UDICOM) between the 5G System and EPS (and IMS). 

In the context of UDICOM, HSS and UDM are defined as separate NFs interacting with each other using SBA based interactions over a new NU1 reference point. However, since the subscription credentials shall only be stored centralized in one single place within the system, the UDICOM TS 23.632 [5] defines various options for the generation of authentication vectors. 

Figure A.3-1 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateful NFs and subscription credentials are stored within the UDM/ARPF.
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Figure A.3-1: Stateful ARPF+AuC deployment in UDM according to UDICOM (TS 23.632 [5]) 
Figure A.3-2 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are stored within the 5GS-UDR.
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Figure A.3-2: Stateless ARPF+AuC deployment in UDM according to UDICOM (TS 23.632 [5])
In these cases (stateful and stateless ARPF+AuC deployment in UDM), the HSS requests authentication vectors for EPS/IMS/GBA-AKA to the UDM via the new UDICOM NU1 reference point using Nudm services. The UDM does not only support the ARPF functionality but also acts as AuC to generate authentication vectors as defined in 3GPP TS 33.401 [6], 3GPP TS 33.402 [7], 3GPP TS 33.203 [8] and 3GPP TS 33.220 [9].
Figure A.3-3 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateful NFs and subscription credentials are stored within the HSS/AuC instead.
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Figure A.3-3: Stateful AuC+ARPF deployment in HSS according to UDICOM (TS 23.632 [5])
Figure A.3-4 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are kept within the EPS-UDR.
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Figure A.3-4: Stateless AuC+ARPF deployment in HSS according to UDICOM (TS 23.632 [5])
In these cases (stateful and stateless AuC+ARPF deployment in HSS), the UDM requests authentication vectors for 5G-AKA or EAP-AKA’ to the HSS via the new UDICOM NU1 reference point using Nhss services. The HSS does not only support the AuC functionality but also acts as ARPF to generate authentication vectors as defined in 3GPP TS 33.501 [2]. In these cases, the ARPF functionality related to the storage of the Home Network Public Key Identifier(s) is always a function provided by the UDM.

Editor's Note: The collocation of ARPF within HSS/AuC conflicts with TS 33.501 which states that the ARPF is a function located within the UDM. SA3 needs to confirm if this ARPF deployment option can be allowed in Release 16 onwards. Dependencies with SIDF functionality in UDM when ARPF is not provided by the UDM need to be checked as well.

Finally, Figure A.3-5 shows the ARPF deployment option in the context of UDICOM when the HSS and the UDM are deployed as stateless NFs and subscription credentials are stored within a common EPS+5GS-UDR.
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Figure A.3-5: Stateless ARPF deployment in UDM according to UDICOM (TS 23.632 [5]
In this case, the ARPF is function provided by the UDM while the AuC remains as a function provided by the HSS. HSS/AuC and UDM/ARPF generates authentication vectors for their respective domains accessing to the subscription credentials stored in the common EPS+5GS UDR. The UDICOM NU1 reference point is not used for authentication vector retrieval but it is still required to fulfil HSS and UDM interworking related to other use cases (e.g. intersystem mobility).    
**** END OF CHANGES ****
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